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Abstract— a wireless mobile ad-hoc network is a 
collection of mobile wireless nodes in which the 
communication between nodes is carried out without 
any centralized management. MANET is a self-
organized and self-configurable network where the 
mobile nodes move dynamically. The mobile nodes 
can receive and forward packets and work like a 
router. Routing is a critical issue in MANET. 
Therefore we focus to identify different types attack 
occurs in the network and its prevention mechanism. 
In this paper we proposed data priority detection 
based remapping attack prevention and provide 
secure communication for reliable communication 
under MANET. 
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I. INTRODUCTION 
Mobile spontaneous Networks (MANETs) could be a 
collection of wireless nodes that are connected 
without any infrastructure or any centralized 
management. In MANET every node may be used as 
either as end or as a router to forward packet to next 
node. In distinction to fixed infrastructure networks, 
MANETs need elementary changes to network 
routing protocols. These are characterized by the 
quality of nodes, which may move in any direction 
and at any speed which will result in arbitrary 
topology and frequent partition within the network. 
This characteristic of the MANET makes the routing a 
difficult issue. Section II discusses the fundamentals 
of few commonest used routing protocols. Section III 
defines completely different parameters for analysis 
of performance of routing protocols together with 
related work in section IV. Finally section of problem 
statement V provides the proposed work section VI 
gives the simulation environment and finally section 
VII provide the conclusion of our work. Mobile 
spontaneous network nodes are furnished with 
wireless transmitters and receivers mistreatment 
antennas, which can be extremely directional (point-
to-point), Omni-directional (broad-cast), in all 
probability manageable, or some combination. At a 
given purpose in time, counting on positions of 
nodes, their transmitter and receiver coverage 
patterns, communication power levels and co-
channel interference levels, a wireless property 
within the kind of a random, multi hop graph or "ad 
hoc" network exists among the nodes. This 
spontaneous topology might modify with time 
because the nodes move or alter their transmission 
and reception parameters [1]. The characteristics of 

those networks are summarized as follows: 
Communication via wireless, Nodes will perform the 
roles of each hosts and routers, Bandwidth-
constrained, variable capability links, Energy-
constrained Operation, Limited Physical Security, 
Dynamic topology, Frequent routing updates. 

 
Figure 1 Mobile Ad hoc network 

II. ROUTING PROTOCOLS IN MANET 
The routing protocols in mobile ad-hoc network are 
divided into 2 categories: - Pro-active or table-driven 
routing protocols need every node to take care of up-
to-date routing info to each alternative node (or 
nodes settled at intervals a particular region) within 
the network. On-demand routing protocols square 
measure designed to cut back the overheads in table-
driven protocols by maintaining info for active routes 
solely as and once needed. 

2.1 Proactive Routing Protocols 
Proactive routing protocols also are referred to as 
table driven routing protocols. During this each node 
maintain routing table that contains info regarding 
the configuration even while not requiring it [2]. This 
feature though helpful for datagram traffic, incurs 
substantial signaling traffic and power consumption 
[3]. The routing tables square measure updated 
sporadically whenever the configuration changes. 
Proactive protocols don't seem to be appropriate for 
giant networks as they have to take care of node 
entries for every node within the routing table of 
each node [4]. These protocols maintain totally 
different variety of routing tables varied from 
protocol to protocol. There are numerous 
acknowledge proactive routing protocols. Example: 
DSDV, OLSR, WRP etc.  

2.2 Reactive Routing Protocols 
Reactive routing protocol is additionally called on 
demand routing protocol. During this protocol route 
is discovered whenever it's required Nodes initiate 
route discovery on demand basis. Supply node sees 
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its route cache for the out there route from supply to 
destination if the route isn't out there then it initiates 
route discovery method. The on- demand routing 
protocols have 2 major parts [5]. 

2.3 Hybrid Routing Protocol 

There’s a trade-off between proactive and reactive 
protocols. Proactive protocols have massive 
overhead and less latency whereas reactive protocols 
have less overhead and additional latency. Therefore 
a Hybrid protocol is bestowed to beat the 
shortcomings of each proactive and reactive routing 
protocol. Hybrid routing protocol is combination of 
each proactive and reactive routing protocol. It uses 
the route discovery mechanism of reactive protocol 
and therefore the table maintenance mechanism of 
proactive protocol therefore on avoids latency and 
overhead issues within the network. Hybrid protocol 
is appropriate networks wherever large numbers of 
nodes are present. During this massive network is 
split into set of zones wherever routing within the 
zone is performed by mistreatment reactive 
approach and out of doors the zone routing is 
completed mistreatment reactive approach. There 
square measure numerous in style hybrid routing 
protocols for MANET like ZRP, SHARP [2]. 

III. LITERATURE SURVEY 
Neetu Singh Chouhan, and Prachi Jain, [6] “Detection 
and prevention of Flooding attack in MANET using 
node reliability index” This analysis work develops 
Flooding Attack interference (FAP), a defense against 
the unintentional Flooding Attack in mobile 
unintentional networks. The results of this 
implementation show FAP will stop the unintentional 
Flooding attack expeditiously. The performance of 
the irresponsibleness index is tested in a commercial 
hoc network implementing the unintentional on-
demand Distance Vector (AODV) protocol with 3 
parameters output, packet delivery quantitative 
relation and routing overhead. Simulation has been 
performed on the Ns-2 network simulator. Result 
shows that projected approach prevents RREQ 
flooding attack and blacklists the attacker node. Ms. 
Shilpa Pagnis, Prof. Ajit Kumar Shrivastava[7] “An 
Efficient Routing Protocol For Mobile Ad Hoc 
Network For Secured Communication And Minimized 
Power Consumption” during this title, we tend to 
change the secured stateless protocol for secured 
routing and reduced the use of power throughout 
path discovering and establishment. For the 
authentication of cluster node used cluster signature 
technique and sleep mode threshold concept for 
power minimization. Our projected technique is 
simulated in ns-2 and compare to alternative routing 
protocol provides a higher performance compared to 
energy consumption and output of network. Sathish. 
T, Sasikala [8] “Dynamic Profile based Technique to 
detect Flooding Attack in MANET” during this title we 
tend to developed a profile based technique that is 
employed to discover and isolate the flooding attack 

on MANET using Ad-hoc on Demand Distance Vector 
(AODV) routing protocol. Simulation surroundings 
were created by java simulator. Supriya Tayal, Vinti 
Gupta [9] “A Survey of Attacks on MANET Routing 
Protocols” during this title we tend to discuss during 
this we've tried to represent a summary of AODV, the 
attainable attacks on MANET and a few security 
mechanism to those attacks. S k. Rahima Sulthana, D. 
Srujan Chandra Reddy, T. Bharath Manohar [10] “An 
efficient Mechanism of Handling MANET Routing 
Attacks using Risk Aware Mitigation with Distributed 
Node Control” during this title, we tend to discuss a 
risk-aware response mechanism to consistently deal 
with the known routing attacks. Our risk aware 
approach is predicated on associate extended 
Dempster-Shafer mathematical theory of proof 
introducing a notion of importance factors. 
Additionally, our experiments demonstrate the 
effectiveness of our approach with the thought of 
many performance metrics. Sevil Sen, John A. Clark 
[11] “Evolutionary Computation Techniques for 
Intrusion Detection in Mobile ad hoc Networks” 
during this title we tend to explore the use of 
evolutionary computation techniques, notably 
genetic programming and grammatical evolution, to 
evolve intrusion detection programs for such difficult 
environments. Cognizant of the actual importance of 
power potency we tend to analyze the ability 
consumption of evolved programs and use a multi-
objective organic process formula to get best trade-
offs between intrusion detection ability and power 
consumption. Gagandeep, Aashima, Pawan Kumar 
[12]“Analysis of different Security Attacks in 
MANETs on Protocol Stack A-Review” in this title the 
principal focus is on routing and security problems 
related to mobile unintentional networks that are 
needed so as to produce secure communication. On 
the idea of the character of attack interaction, the 
attacks against MANET are also classified into active 
and passive attacks. Attackers against a network may 
be classified into two groups: corporate executive 
and outsider. Whereas an outsider attacker is not a 
legitimate user of the network, an insider attacker is 
an authorized node and a part of the routing 
mechanism on MANETs. 

IV. PROBLEM STATEMENT 
In MANET the attacker is easily modified the normal 
network performance and identified that their 
existence in network but their detection is not an 
easy work because of the continuously changing the 
location of mobile nodes.  We assume that a MANET 
contains large number of nodes organized the 
dynamic open network environment for 
communication. Each mobile node has limited 
resources of power, memory, processing and 
communication capabilities and functions in 
unattended manner. Every wireless sensor mobile 
nodes monitor the environment and send sensed 
data periodically in a point-by-point manner 
towards the destination using the same radio 
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channel. The number of normal nodes are affected 
from the attackers because of continuously deliver 
the huge amount of packets in network at different 
time interval and also change the priority of 
communication of senders this kind of behaviour of 
attacker are called Traffic Remapping Attack. This 
attack are consumes the whole bandwidth of 
network by that nodes are not deliver the any 
information in network. In this paper we develop a 
new profile based scheme for protecting network 
from attack. 

IV. PROPOSED WORK 
The remapping attack is almost same as DoS attack. 
Denial of Service (or DoS for short) attacks are a kind 
of attacks against computers connected to the 
Internet. DoS attacks exploit attack in a specific 
operating system or vulnerabilities in TCP/IP 
implementation. Unlike isolation attack, where a 
challenger is trying to get access to resources to 
which it has no authorization, the goal of Denial of 
service attacks is to keep authorized users from 
accessing resources. On the other hand, distributed 
denial of service (DDoS) attacks is launched from 
multiple connected devices that are distributed 
across the Internet. These multi-person, multi-device 
barrages are generally harder to deflect, mostly due 
to the sheer volume of devices involved. Unlike 
single-source DoS attacks, DDoS assaults tend to 
target the network infrastructure in an attempt to 
saturate it with huge volumes of traffic. so here we 
design algorithm for detection and protection denial 
of service attack under sensor communication, very 
first we initialize all variable and check the behavior 
of denial attack, if any node send undefined type 
packet in very higher rate means lunching the 
ramping attack that change the priority of 
communication in network, but that type of attack 
measured through historic data analysis base 
technique and detect the attacker node, after that we 
apply protection scheme so we create protector node 
p that node watch whole neighbor node activity as 
well as vulnerable node and retrieve the information 
about attack and rate of data exchanging between 
attacker and vulnerable node, and send the rate 
control message to the attacker node. That historic 
analysis base detection and future time real time 
protection provide strength to the communication 
network in the form of security issue.   Set initial 
parameter of network. 

V. SIMULATION ENVIRONMENT 
The Network simulator (Version 2), wide referred to 
as NS2, is just an occurrence driven simulation tool 
that has proven helpful in learning the dynamic 
nature of communication networks. Simulation of 
wired, wireless yet as accidental network functions 
and protocols like UDP, TCP etc. are often done 
victimization NS2. In general, NS2 provides users 
with how of specifying such network protocols and 
simulating their corresponding behaviors. Thanks to 
its flexibility and standard nature, NS2 has gained 

constant quality within the networking analysis 
community since its birth in 1989. Ever since, many 
revolutions and revisions have marked the growing 
maturity of the tool, because of substantial 
contributions from the players within the field. 
Among these area unit the University of California 
and Cornell University who developed the real 
network simulator, one the foundation that NS is 
predicated on. Since 1995 the Defense advanced 
research projects Agency (DARPA) supported 
development of NS through the Virtual inter Network 
work (VINT) project [13]. Presently the National 
Science Foundation (NSF) has joined the ride in 
development. Last however not the smallest amount, 
the cluster of researchers and developers within the 
community area unit perpetually operating to stay 
NS2 strong and versatile. We are taking the following 
parameters for case study i.e. shown in Table 1. 

Table 1: Simulation parameter 

Examined Protocol AODV 

Number of nodes 30 

Dimension of simulated area 800×600 

Simulation time (seconds) 50 

Radio range  550 

Traffic type CBR, 3pkts/s 

Packet size (bytes) 512 

Number of traffic connections  TCP/UDP 

Maximum Speed (m/s) 30 

Node movement random 

Types of attack DDOS 

DDoS Attacker Nodes 5 

IPS node  1 

VI. CONCLUSION 
The security from attacker is the major concern in 
Mobile Ad hoc Network. The mobile nodes are 
continuously interchanging the desired useful data 
information in between sender to receiver through 
intermediate nodes in network. The intermediate 
nodes are playing the important role because these 
nodes are responsible for data receiving and 
forwarding towards next neighbors or destination. 
The attacker in network is the intermediate node that 
performs the malicious routing misbehavior in 
MANET.  If the information is in the foam of large 
number of packets flooded in network then in that 
case the network is affected from Traffic Remapping 
Attack because attacker is modified the priority of 
communication. The proposed Security scheme 
mechanism eliminates the need for a centralized 
authority which is not practically in dynamic network 
due to their self-organizing nature. 
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